Machine English Translation of Publ'nNo. JP 08-96043A 



PATENT ABSTRACTS OF JAPAN 



(1 1 publication number : 



08-096043 



(43)Date of publication of application : 12.04.1996 



(51)Int.Cl. 



G06F 17/60 
G06F 19/00 
H04Q 7/38 



(21 Application number : 07-264673 
(22)Date of filing : 20.09.1995 



(71) Applicant : AT & T CORP 

(72) Inventor : PARTRIDGE III B WARING 



(30)Priority 

Priority number : 94 310441 



Priority date : 22.09.1994 Priority country : US 



(54) METHOD FOR ASSURING ACTION AND ARRANGEMENT FOR PROVIDING 
CREDIT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide arrangement 
for providing e.g. credit to a customer via cellular system 
telephone set with an authorized transaction controller. 
SOLUTION: The arrangement is provided e.g. by 
starting up the cellular system telephone set 10 by the 
customer requesting the credit in purchasing 
commodities or services from traders, authorizing the 
cellular system telephone set 10 to the base stations 20, 
50 of the service provider of the cellular system 
telephone, and setting up coupling so as to obtain the 
credit. The customer obtains the credit by transmitting 
the peculiar sequence different from the ordinary number 
sequence corresponding to a callee telephone number. 
The identification code of the trader and the desired 
amount of credit are included in the sequence. 
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CLAIMS 
[Claim(s)] 

[Claim 1] (A) the starting step which starts the radio communication equipment (10) formed in 
the communication link, and (B) ~ the authentication step which attests discernment of this radio 
communication equipment based on the signal which this radio communication equipment sends, 
and (C) ~ the action guarantee approach of guaranteeing action for the user characterized by 
having the action execute step which performs specific action permitted by this radio 
communication equipment. 

[Claim 2] The authentication step (aforementioned [ B ]) is an approach according to claim 1 
characterized by using the protocol which is selectively equivalent to a part of registration 
protocol [ at least ] which said radio communication equipment uses when using said radio 
communication equipment for communication link utilization at least. 
[Claim 3] The authentication step (aforementioned [ B ]) is an approach according to claim 1 
characterized by using the protocol which is selectively equivalent to the registration protocol 
which said radio communication equipment uses when using said radio communication 
equipment for communication link utilization at least. 

[Claim 4] Said action for said user is an approach according to claim 1 characterized by being 
the credit supply step which supplies said user with a credit. 

[Claim 5] Said credit supply step is an approach according to claim 4 characterized by being 
carried out by the communication service provider who provides said radio communication 
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equipment with communication service. 

[Claim 6] Said credit supply step is an approach according to claim 4 characterized by being 
carried out by communication service non-providers other than the communication service 
provider who provides said radio communication equipment with communication service. 
[Claim 7] Said action for said user is an approach according to claim 1 characterized by being 
the guarantee control signal transmitting step which transmits a guarantee control signal to a 
specific destination. 

[Claim 8] Said action for said user is an approach according to claim 1 characterized by being 
the control signal transmitting step which transmits a control signal to a destination. 
[Claim 9] Said destination is an approach according to claim 8 characterized by being a home 
controller base station (50). 

[Claim 10] Said destination is an approach to a publication in claim 8 characterized by being the 
home controller base station (60) which converses with the signal provider who offers a signal to 
a television set. 

[Claim 11] Said credit supply step is an approach according to claim 4 characterized by having 
the step which transmits the string data containing transaction password partial sequence, a credit 
golden frame part train, ID partial sequence, and verification partial sequence to a credit offer 
center. 

[Claim 12] In the credit offer arrangement which provides the 1st party who has with a credit 
with a credit offer center (40) and relation with radiotelephony for the profit of the 2nd party (A) 
1st means to identify said radiotelephony to said credit center using the discernment protocol 
which said radiotelephony uses for radiocommunication, and the suiting discernment protocol, 
(B) The 2nd means which connects discernment of said 2nd party and the credit total amount of 
money with the radiotelephony identified by said 1st means, (C) Credit offer arrangement said 
whose credit center is characterized by having 3rd means to communicate the acknowledgement 
status to said 2nd party. 

[Claim 13] The basic factor of said 1st means, said 2nd means, and said 3rd means is 
arrangement according to claim 12 characterized by being under control of said credit offer 
center. 

[Claim 14] Said 1st means is arrangement according to claim 12 characterized by having a 
communication link between a cellular phone base station, this cellular phone base station, and 
said credit center. 

[Claim 15] Said 1st means is arrangement according to claim 12 characterized by having a 
sending set (30) within the premises of said 2nd party in order to communicate with said credit 
center. 

[Claim 16] Said sending set of the premises of said 2nd party is arrangement according to claim 

15 characterized by communicating with said credit center through a cellular phone base station. 

[Claim 17] The basic factor of said 1st means, said 2nd means, and said 3rd means is 

arrangement characterized by arranging within the premises of said 2nd party. 

[Claim 18] Said 1st means is arrangement according to claim 17 characterized by having a 

receiving set (31) in order to communicate with said radiotelephony further. 

[Claim 19] Furthermore, arrangement according to claim 18 characterized by having a means to 

distinguish the transmission from said radiotelephony from the transmission from other 

radiotelephony. 
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[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to radiotelephony and relates to the utilization 
process of the radiotelephony which guarantees action for the holder of this radiotelephony 
especially. 
[0002] 

[Description of the Prior Art] Current radiotelephony is chiefly used for the communication link. 
On the other hand, in order to guarantee action for a user, another equipment like the example of 
a degree is used. For example, TV, VCR, etc. are controlled using remote control of an infrared 
method. Moreover, it guarantees entering into a house using the key of a house. Moreover, it is 
the example which obtains a customer credit using a credit card. It is because control is 
performed by this user and the result of a certain request or a profit is got, because all of these 
activities can be classified with a "control transaction." 

[0003] Time of giving the example which it is the no charge which is in these transactions, for 
example, guarantees going into its own house, the example which controls reception of the free 
channel of TV can be performed. Moreover, the example which a certain transaction is a charge, 
for example, guarantees going into a theater, the example which chooses the "pay" TV channel 
per viewing and listening, the example which obtains a customer credit can be given. The object 
of this invention is offering the system which solves the technical problem about the following 
control transaction, and is as follows. 
[0004] 

[Problem(s) to be Solved by the Invention] In the case of the control transaction of the system 
and charge to which a user is made to use that radiotelephony for and a control transaction is 
made to perform, a system distribution with which the credit account in which the holder of this 
radiotelephony has the cost of this control transaction to that radiotelephony service provider or 
another party is burdened is desired. 
[0005] 

[Means for Solving the Problem] This invention forms the transaction controller which 
guaranteed action for a user using radiotelephony and was guaranteed by it. This procedure's 
starting of this radiotelephony bases it on the Challenge Handshake Authentication Protocol 
concerning it. Once this radiotelephony is attested, ****** with which the credit account in 
which control command is emitted by that radiotelephony (or that radiotelephony effectively), 
and the holder of this radiotelephony has the credit total amount of money to this radiotelephony 
service provider if needed is burdened will be permitted, and it will consider as liability at it. 
[0006] In order to purchase it in the utilization which asks for acceptance of a customer credit 
(for example, goods and the vendor (it only abbreviates to a contractor below) of service), the 
customer who asks for a credit carries out as follows. This customer starts that radiotelephony, 
attests this radiotelephony to this radiotelephony service provider through that local base station, 
and he progresses so that a "dialogue" may be established, in order to get a credit. A credit 
transmits the characteristic sequence which can be made into a different sequence from a number 
sequence corresponding to a characteristic sequence, i.e., the called party telephone number, to a 
radiotelephony service provider, and is usually obtained. Although there is a contractor ID code 
(what identifies that vendor) and it is still more natural, a request credit amount of money is one 
of those which are included in this sequence, and other information, for example, information, 
such as a purchase item and service to receive, can be mentioned to them further again. 
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[0007] With another gestalt of operation of this invention, the information transmitted to that 
base station is monitored, the information about the request credit amount of money is added 
with this contractor, and this contractor's wireless receiving set has and passes [ organize and ] 
through the account of that credit offer organization, i.e., this radiotelephony holder, and 
transmits this information. The communication link with this credit offer organization can be 
performed through radiocommunication or a wire communication. If it is judged that the demand 
to this credit is appropriate, a message will be transmitted to this contractor, the supply of a 
credit will be permitted, and this transaction will be ended successfully. If the random signal of a 
radiotelephony base station can be combined, the signal which can be attested can be transmitted 
and it is attested when it is the utilization whose control transaction of this does not need to 
access that radiotelephony holder's credit line, and when only authentication is important (for 
example, when unlocking that home garage door using radiotelephony), that control transaction 
will be performed. 
[0008] 

[Embodiment of the Invention] The gestalt of operation of this invention is illustrated in the 
following order, and is explained. It starts from the supply of the customer credit with which 
authentication and amount-of-money exchange become very important first, and explanation of 
the process of acquisition. Next, the process to which authentication accesses an indispensable 
home is explained. The process by which only the function of a command and control controls 
an important device like TV, for example is explained to the last. The following explanation is 
given by taking up the protocol used for a cellular phone and a cellular phone. However, when 
this invention is contrasted with other radiotelephony, it is still larger than the case of utilization 
of a cellular phone, for example. [ of his understanding here ] 

[0009] 1 . In a credit supply current, the process which supplies a customer credit is the 
considerably common actuation. For example, an organization like a bank provides a customer 
with a credit, this customer is supplied with a credit card, and this customer purchases goods and 
a screw using this credit card. If goods and service are purchased, it will be charged to this 
customer's card, this organization will send a description to this customer at the deadline for an 
invoicing cycle, and this customer will offset the credit with which it supplied that organization 
by the end of the payment date. Although it is natural, those who ask for acquisition of a credit 
card need to find the organization which supplies this credit. By the way, although it is not an 
especially difficult failure for many people to find the organization which supplies a credit, the 
following point attracts attention. 

[0010] It attracts attention that it has much those who already have two or more communication 
link business objects (local exchange service, long-distance communication link business object, 
eel communication link business object) and loan relation as for the customer of a credit. The 
problem which cannot use this diffused relation for supplying a general customer credit here, or 
asks that propriety arises. Since people who are carrying the cellular phone are becoming a large 
number, if this relation is used and it can process together with a credit card, to be sure, it is 
convenient. Arrangement and the process of explaining below offer this function. Although a 
cellular phone 10 is shown in drawing 1 , this is used in order to radiocommunicate with a base 
station 20. A base station 20 communicates with the credit center 40, and the credit center 40 
communicates with a contractor's device 30. Moreover, a base station 50 also communicates with 
the credit center 40. 

[001 1] Although the cellular call-service provider who operates the credit center 40 and base 
stations 20 and 50 may belong to the same organization, it is not necessary to restrict to it. It is 
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usual that the credit center 40 is a billing handling category in the organization which provides 
that user with this cellular call service. For example, the following case is assumed. A base 
station 20 belongs to the cellular call-service provider A, and a base station 50 belongs to the 
cellular call-service provider B, and the right holder of a cellular phone 10 has privity of contract 
with the cellular call-service provider B. Furthermore, the credit center 40 is made into the 
cellular call-service provider's B billing handling device. Moreover, a channel 21 is a channel 
which combines a device 30 with the credit center 40, and is the channel of a cable or wireless. 
[0012] If authentication of an insurance guarantee can be acquired, since it is the communication 
link between a device 30 and the credit center 40, an either usual protocol can be used. The 
fundamental transaction about the case where a customer credit is acquired charges the amount 
of money chosen as the cellular phone 10 in the credit center 40 at the account of pair Perilla 
frutescens (L.) Britton var. crispa (Thunb.) Decne., and a contractor notifies this contractor of 
having obtained the benefit from this accounting to this radiotelephony holder's account, 
however, this comes out in the premise that a cellular phone 10 is in a right customer's hand. 
Since it is simple, when a query is in the justification of the possessor of this cellular phone, the 
protocol which requires it is not described here. The case of utilization, such as a customer's 
personal identification code and voice authentication, can be mentioned to this. 
[0013] However, it may be said that recognizing here offers the guarantee whose both of that 
customer and contractor receive the profit of this supply credit in one in these technical 
problems. Another technical problem is offering this interaction by the approach by which 
insurance's was guaranteed that neither this customer nor its contractor gets disadvantageous 
profit. Still more nearly another technical problem is offering this interaction so that a third 
party's may not get disadvantageous profit by this communication link and a profit's may be 
obtained again. Although these objects show the example of the following patent made into an 
illustration here to drawing 2 here where it considers as reference, they are realized by the 
protocol, it ~ United States patent No. 5,204,902 and Reeds ** — refer to issuance on April 20, 
1993. This Reeds's and others patent is described briefly. Here, there are the following in each 
cellular phone. 

[0014] That is, there is digital string data of "common restricted data" (SSD), this is drawn from 
association of hash processing of a secret key (A-KEY), and there is that cellular phone device 
number (ESN) further, and there is that cellular phone allocation number (MINI), random string 
data is one of those which each cellular phone has further, and the organization where this 
cellular telephone user has business relation chooses this as them. As an example of 
representation, this organization has the privity of contract which pays accounting which it is a 
cellular call-service provider, and this cellular call-service provider and this customer "signed", 
that is, was produced. A cellular call-service provider is usually limited to the geographical area 
of specification [ the area ]. 

[0015] This area is that customer's "home" cellular call-service geographical area (home CGSA). 
The home CGSA of a cellular phone 10 presupposes that it is a base station 50 on account of 
explanation. The base station 20 of a eel where a cellular phone 10 exists presupposes that he is 
the "visiting place" host CGSA. This SSD train is divided into the SSD A train of two trains, and 
a SSDB train. This SSDA train is used for authentication and a SSDB train is used for 
communication link codes. Next, actuation explains. Each eel of a eel communication network is 
served by base station like (base stations 20 and 50). this base station ~ being certain ~ it chose - 
- although broadcast of the random sequence (RAND) is repeatedly carried out at a rate ~ a 
security enhancement sake — comparatively ~ frequency ~ many (for example, duration time of 

-6- 

SSL-DOCSl 1472444vl 



Machine English Translation of Publ'n No. JP 08-96043A 



a eel call of most more frequently) this RAND is changed. 

[0016] If a power source is put into the cellular phone which is in a certain eel, this RAND 
sequence is received, and that eel will be told about itself and will be answered (a cellular phone 
10 receives RAND which a base station 20 transmits). This is a registration process and is shown 
by the lines (process) 11, 12, and 13 of drawin g 2 . Processes 11, 12, and 13 are explained still 
more concretely. This cellular phone connects that ESN train and MINI train with that SSDA 
train and RAND train, carries out hash processing of the obtained string data, and acquires that 
AUTHR train. Next, this cellular phone transmits that AUTHR train to that base station with a 
RAND train, an ESN train, and MINI train for a check. 

[0017] Although it swerves from explanation here, the reason for transmitting this RAND signal 
is that that base station has changed that RAND between the times of the time of a cellular phone 
10 receiving RAND and its base station receiving AUTHR, this is an option, because it is 
because that base station can memorize the RAND train of that last easily. This base station opts 
for the discernment which detects this ESN train and MINI train and by which that cellular 
phone was asserted from here, and discernment of that home CGSA. Although it swerves, in 
order to identify this home CGSA, explanation needs to apply an algorithm to this ESN train and 
MINI train, or needs to refer for it to a database. 

[0018] Although a base station 20 is this home CGSA and this is a base station 50 in the example 
of drawing 1 , hash processing of the string data which will receive this SSD train from now on, 
and might be combined with that RAND train and ESN train, and MINI train in this SSDA train 
is carried out, and the AUTHR train of that version is acquired. Next, this base station compares 
the AUTHR train of that version with the AUTHR train of that receiving version. Coincidence of 
these two string data determines the cellular phone as a right thing. In order that it may be 
transmitted to that cellular phone from this base station and "O.K." signal (line 13) may 
communicate further to this, the information about the specific frequency which this cellular 
phone needs to use is included. 

[0019] If registered by this handling base station, although this cellular phone can start a call, this 
will be performed in the process which connects with other string data that call-ed telephone 
number that exists at least. Namely, as for this cellular phone, a new AUTHR train can also 
transmit further MIN3 train which is the information on that called party with that RAND train 
and ESN train, and MINI train. This new AUTHR train is acquired from RAND, ESN, MINI 
and MIN3, and hash processing of connection of SSDA (it is because there is no call which does 
not illustrate to drawing 2 , because is made into a third party). Once a dialogue with this base 
station is set up, if a actual information communication link is a request, it can progress by being 
enciphered by SSDB. 

[0020] In order to hold security furthermore, although this base station can require a 

reconfirmation certificate at any time, this is performed like said initial registration. Next, it 

returns to the technical problem which obtains a customer credit to the holder of the eel 

telephone 10. it is the need, in order to supply a credit and to charge this user's account in the 

credit center 40 — the following step is most contained in a fundamental protocol. 

(A) They are the required information about that account that communicates with the credit 

center 40 and charges it, the step which offers the total amount of money which charges that 

account, and the step which notifies returning that demand total amount of money to this 

contractor, and considering as a claim by the (B) contractor's device 30. It is convenient, if a step 

can furthermore be added, for example, the following term can be guaranteed. 

[0021] It can mention guaranteeing not adding [ which guarantees that return / which guarantees 
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charging that offer credit to a right account / that demand total amount of money to a right 

contractor further, and it considers as a claim ] the present or future damage to the credit center 

40 or the user of a cellular phone 10 by the trespasser further again at this contractor etc. A detail 

protocol with the following step is shown as an example of the simple form. 

(A) Although this contractor offers a code peculiar to that customer, this is a characteristic code 

which identifies this contractor in the credit center 40 (line 18 of drawing 2 ). 

[0022] (B) This customer adds a matter like the example of a degree to a cellular phone 10. For 

example, it is a prefix as shown in "an asterisk and 9", is that contractor's ID code further, and is 

the total amount of money which needs to charge this customer's account further, needs to return 

to that contractor, and needs to be made into a claim. This forms MIN2 train. 

(C) A cellular phone 10 is registered previously in a base station 20, and the data of a step (B) 

are inputted into that buffer, a that "transmitting" command is answered, and that MIN2 train, a 

RAND train, an ESN train, MINI train, and an AUTHR train are transmitted, however this 

AUTHR train is acquired from RAND, ESN, MINI and MIN2, and hash processing of 

connection of SSDA (line 14 of drawing 2 ). 

[0023] (D) A base station's reception of this transmit information admits being what this is not 
usually a call (from for example, that "asterisk and 9" train), and is going to arrive at the credit 
center 40. It is answered, the credit center 40 is contacted and the related information is told. 
That is, this is the ESN and data of MINI and MIN2 (line 17 of drawing 2 ). It guarantees 
effectively that the Challenge Handshake Authentication Protocol of a base station 20 is a 
telephone corresponding to [ in fact ] the ESN and MINI which received in a cellular phone 10, 
therefore the credit center 40 is located in the location which deserves that the customer of MINI 
gets a credit, or asks for the right or wrong. 

[0024] (E) If the credit center 40 determines that it needs to supply radiotelephony 10 with a 
credit, further probably as for this credit center, an acknowledgement code will be transmitted to 
a contractor's device 30 also like that cellular phone (lines 15 and 16 of drawing 2 ). The 
transaction of this request is successfully ended by reception of this acknowledgement. Actual 
copy **** of this credit to this customer's credit account is performed like usual, and this can 
change the tariff charge rate to a cellular phone 10, and can also perform it so that it may be 
carried out with "900 Service." 

[0025] It is that this contractor needs to provide this customer with that code with the protocol of 
disclosure above in a point somewhat troublesome [ one ], and it is expected that an error arises 
if this step is performed by voice communication. It is because the process which a little thing for 
which the credit center 40 needs to contact a contractor's device is inconvenience, because this 
needs utilization of the database which translates this contractor's code into the telephone number 
(usually), and sets up a communication path takes time amount further further again. However, 
these faults are conquered in the modification to which slight deformation, for example, this 
contractor, is rather another path, and he contacts the credit center 40, and the modification in 
which this contractor transmits that identification code to that credit center electronically. 
[0026] Although it is natural, it is necessary to link the communication link between the 
radiotelephony 10 through a base station 20, and the credit center 40 with the communication 
link between a contractor 30 and the credit center 40 (for the purpose of being related). This link 
can be set up by that contractor that has agreed on the activity of the selected transaction 
password (TP train), and this customer. It seems that this string data shall be random, and shall 
be transitional, for example, shall merely be used only at once. This TP train can be inputted 
instead of this customer being that contractor's ID code, it can be transmitted to a base station 20, 
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and that contractor can use the same TP for a communication link of a contractor with the credit 
center 40. 

[0027] This TP train can be communicated from that contractor with voice to this customer, and 
this customer can insert this code in that eel telephone. Risk of a neighboring cellular phone 
joining this communication link accidentally, undertaking that credit amount of money, and 
considering as liability by this, is abolished. Since this TP train is merely used only at once, a 
trespasser does not have that value, and it is that an error at this step only makes that transaction 
go wrong clearly. When this arises, this customer and its contractor can reinput and retry this TP 
train (or a different TP train). Also when based on this deformation protocol, although that 
telephone communication is a front passage, it has the next point of difference here. 
[0028] It contacts that credit center, clarifies an identity, and offers this TP train, and, in a 
suitable case, this contractor's device receives acknowledgement or authorization from that credit 
center. In order that the credit center 40 may help to link TP train which this contractor offered to 
the communication link by radiotelephony 10, it is convenient that a contractor's device 30 
contains ESN and MINI of radiotelephony 10. This protocol is shown in drawing 3 . Although it 
is natural, a device 30 needs to receive the information on ESN and MINI from radiotelephony 
10, and this can realize it with the receiver 3 1 which accompanies a device 30. It is possible that 
the customer who can use this receiver as a low sensibility receiver, because purchases that 
goods and service is in the neighborhood of this receiver, and this contractor wishes not to 
receive the transmission from an adjoining cellular phone again. 

[0029] Reception of only a right cellular phone can be guaranteed by the approach except using a 
low sensibility receiver. For example, it can set so that all reception from a cellular phone that 
does not transmit this TP train for the receiver of a device 30 may be rejected. Or although a 
device 30 can have the metal shroud 32 around an antenna 31, however inserts the antenna of 
radiotelephony 10 here, an antenna 31 receives only the signal by this. If a receiver 31 is 
introduced into a device 30, however the communication link between the unrelated telephone 10 
and a base station 20 may not surely carry out or there may be, it is not necessary to carry out 
directly. That is, a device 30 catches transmission of radiotelephony 10, whatever the data for 
which it asks, adds it, and does = (using pass 22 of drawin g 1 ) transmission of this joint 
information through a base station 20 to the credit center 40. 

[0030] Or a device 30 can bypass a base station 20, can transmit the data to the credit center 40 
directly, and a preprocessor 42 receives the data and it emulates the registration process of a base 
station 20 here. As shown in drawing 4 , a contractor's device 30 acquires the RAND train from a 
preprocessor 42, and transmits it to radiotelephony 10. This contractor can transmit that TP train 
to the user of radiotelephony 10 simultaneously. Radiotelephony 10 generates the following 
string data. There are that transaction password train (TP), an ESN train, and MINI train, and 
although it is an option, there is MIN2 train in this, and there is an AUTHR verification train 
(that TP train is embedded in this AUTHR train) in it further. 

[0031] Next, a device 30 transmits this information to a preprocessor 42, and, probably adds that 
RAND train to this TP train, its total amount of money, its ID code, and a pan. Although a 
preprocessor 42 checks the justification of the user who demands a credit, it analyzes this 
AUTHR train to other data which the device 30 transmitted, and it performs it, supplies a credit, 
or determines that right or wrong, next, this decision ~ a device ~ 30 HE, although it is an option 
further, it is transmitted to radiotelephony 10. It can carry out by the ability of this contractor 
providing that customer with print-out, and this customer can sign this print-out according to a 
request, and a check with the document of the amount of money which charges this customer's 



-9- 



SSL-DOCSl 1472444vl 



Machine English Translation of Publ'n No. JP 08-96043A 



account can be considered as backup verification of this accounting. By drawing 1 , equipment 
33 shows this printer. 

[0032] The device is completely the usual device [ hardware / required for the system shown in 
drawing 1 ]. For example, a cellular phone 10 is also the usual cellular phone, and base stations 
20 and 50 are the usual base stations similarly. As for this contractor's device, it being necessary 
to carry out by being a still easier receiver, or it is resemblance at the receiver of a base station 
20 is only only distinguishing an input signal so that priority's may merely be given to a right 
input signal by reception of a signal. In this case, it is expected that the cellular phone of the 
customer who asks for purchase will 2-double-approach at least compared with the following 
cellular phone which approached most to that contractor's receiver. A shroud 32 is an effective 
thing which makes an error small at such distinction. 

[0033] Then, the distinction based on the power to input is easy, and effective. However, such [ 
again ] distinction can remember that it can carry out only by checking that the TP train is 
included in the communication link from a cellular phone 10. It is necessary to embed from this 
at AUTHR and, and that cellular phone needs to output this TP train to "the free space which is 
not although interrupted." A means to add information to a contractor's device 30 at those 
received data in addition to this receiver, and to transmit this data to the credit center 40 is 
required. Such a device is the usual PC, or it can correct by specific hardware arrangement, and 
is low also in respect of a price also in respect of various functions, and can be realized now 
easily. 

[0034] It can use by any class of printer ordinarily used for the printer about the usual credit card 
here now. About the credit center 40, this is office which serves as a communication link and a 
main role of a database in almost all cases, and does not differ from a current cellular phone 
provider's business office so. 

[0035] 2. ~ the home feedback above — after shopping like the example which goes out 
privately, the holder of a cellular phone asks for access to the home, and asks for unlocking of a 
garage door under control of the same cellular phone. Here, it is not necessary to apply the credit 
center 40 for this object because, and a credit is not supplied (in accounting which it corrects, for 
example, this control transaction is performed by that base station, and is undertaken to that 
contribution, naturally, it excepts). The task which described the outline above is only the 
example of control of one garage door unlocking machine, and although it is not a requirement, it 
also has the example in which a communication link is included further as follows. In the 
example of a gestalt of communicative implementation, as for a garage door unlocking machine, 
a decode means is added with a cellular phone receiver. 

[0036] Next, actuation explains. This garage door unlocking machine can be registered in that 
cellular phone base station, and this base station can incorporate that SSDA train and SSDB train 
there. Although this base station communicates with that garage door unlocking machine by the 
guaranteed method and this of the main point is almost the same as that of the case of other 
cellular phones, a point of difference is only the one direction communication link to a garage 
door receiver from this base station. If this cellular phone 10 wants to make that garage door 
unlocked, when wanting, it is required that it should be made to call to this garage door receiver 
in that base station, and series-of-commands data should be transmitted to that receiver. The 
following are one of those which are included in this data stream. 

[0037] there is a random number (RANDX) in it — having ~ the holder of this cellular phone ~ " 
~ it is devoted — having ~ " ~ hash processing of this random number is carried out by the key 
(B-KEY) (are that TP train and a transaction password and was accumulated to this transaction) 
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further in the eel telephone 10 in **. As mentioned above, there is a decode means in this 
receiver and this is a decode means to collect the string data which carried out hash processing 
by that B-KEY. When this decode random number is equivalent to the random number received 
in "the free space which is not although interrupted" , that garage door is unlocked. This protocol 
is shown in drawing 5 , and lines 11, 12, and 13 show that registration process here, as drawin g 2 
was described. 

[0038] It turns out that the protocol with which these cellular phones differ for a while by 
drawing 5 from the protocol of the usual telephone association is followed here. That RANDX 
train and B-KEY (RANDX) train are promptly added instead of waiting for the display to which 
this called party telephone number (MIN3) was only transmitted and which this called party 
specifically answered from that base station. This is easily performed by choosing this with this 
cellular phone, although the RANDX train which a user supplies to the sequences which this 
cellular phone can recognize easily (it reaches, otherwise does not correspond to effective string 
data), "8", and rightness continues. [ for example, ] Or although a cellular phone 10 is thinking, 
this MIN3 signal is transmitted and the remainder of that sequence is transmitted for a clear two 
SENDO signal to waiting and a degree. 

[0039] In the example of a gestalt of the operation which does not include a communication link, 
this cellular phone base station operates with the still more nearly following semantics. That is, 
shortly after this cellular phone has a dialog with that base station automatically and turns on this 
cellular phone, notice is submitted itself and it is registered. For better or worse, if it puts in 
another way, if this cellular phone is turned on, notice will be itself submitted to that base station, 
and it will register with it. This activity does not usually generate accounting to that cellular 
phone holder's credit account. It is this object to unlock this garage door without the help from 
that base station in the example of a gestalt of the operation which does not include a 
communication link beyond this registering point. 

[0040] Although this is attained by many approaches, the following point is surely required for 
it. The signal transmitted to this base station where it follows "O.K." signal of a line ( drawing 5 
) 13 needs to be what is not understood in this base station. On the contrary, this garage door 
receiver needs to be aligned with that transmission from that cellular phone, and that 
transmission needs to understand it. This can be attained like the example of a degree. For 
example, although this garage door receiver is "O.K." signal of that base station, however the 
signal directed that this operates on a specific frequency to this cellular phone, this transmission 
is monitored and it can realize. Next, this receiver can be itself aligned with that same frequency, 
and can catch transmission of this cellular phone. 

[0041] If a cellular phone 10 transmits the signal of the line 25 of drawing 5 next as shown in 
drawing 6 , this receiver will monitor it, it will be decoded and that garage door will answer 
there, or [ MIN3 being string data which the base station does not recognize, or deleting AUTHR 
in such an example of a gestalt of operation, ] ~ or it only changes and refusal is made to cause 
by the base station Or if the "8" sequence is inserted in a cellular phone 10, it can align with the 
fixed appeal frequency used for registration itself. This garage door unlocking machine can be 
aligned with such implementation fixed in that appeal frequency. Said example of garage door 
unlocking is an example, and can mention other control utilization, for example, unlocking of an 
automobile door or a house, and an activating alarm, and these are also included by the technical 
range of this invention here. 

[0042] 3. If it can access to the home of control ****** asa request, the holder of a cellular 
phone 10 can ask for control of various devices. It is not that security has an interest like [ in said 
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utilization of two examples ] in such utilization. It is desirable not to include this base station in 
such control utilization from a viewpoint of a public policy further again. In the case of the latter, 
it can carry out only by changing the clock frequency of this cellular phone into the band which 
is not covered by this base station. Next, actuation explains. It operates on the frequency as 
which the home controller base station of itself is located at each home, and this was chosen. In a 
switch or code "driven in", this cellular phone can be made into "home controller" mode, and this 
cellular phone has a dialog only with that home controller base station in this mode. 
[0043] next, what kind of control can perform it also for allocation **** to it using the approach 
usual in this home controller base station. Although this authentication process can be performed 
as mentioned above, it is carried out to the bottom of control of this home controller base station. 
That is, this home controller base station can include the function which attests that cellular 
phone as a home controller based on the interaction of that request, does not need to restrict it to 
it, or can also carry out it selectively. For example, it is also possible to be able to change TV 
channel as a home controller using this cellular phone, therefore to ask for a certain security 
processing probably. 

[0044] However, although it can also have a dialog that television signal supply origin again 
using this cellular phone, it is not necessary to ask for security here. Purchasing by such 
interaction is also possible, and even if the owner of a home controller makes a visitor use this 
home controller base station as a conduit tube and it does not care about it, it does not interfere. 
Arrangement of disclosure is shown in drawing 7 above, the home base station 60 is here, there 
are further various home controllers 61, this controls a device, there are television "set top box" 
62, and there is television 63, and there is a means 64 by which it can have a dialog the goods [ 
which were further advertised on this television ] and/or supply origin of service in this device. 
[0045] Although it is also possible to make such a means into a part of the set top books and this 
returns a signal to the supply origin (it illustrates) of the television signal, it is not necessary to 
restrict to it. What should be written in addition here does not restrict the above explanation of 
this invention to a cellular phone. Although the function of disclosure is above realizable with 
any wireless means of a class, it may be the utilization it is the case where such a means has 
suitable authentication capacity to utilization at hand, however a desired authentication function 
is not important or is completely above unnecessary like explanation. Although the various 
modifications of this invention can consider the above explanation about the example of 1 gestalt 
of operation of this invention if it is this contractor of this technical field, each of they is included 
by the technical range of this invention. In addition, the reference number indicated to the claim 
is for an understanding with easy invention, and should not be interpreted as restricting the 
technical range. 
[0046] 

[Effect of the Invention] As stated above, it is the transaction controller attested by this 
invention, a customer credit can perform amount-of-money exchange using a cellular phone, and 
a home garage door can be made to be able to unlock, it can use for the goods of a television 
advertisement, or the dialogue of service further, and the attested effective transaction controller 
can be offered, and the useful radiotelephone system of the intensive use which added 
multifunctional utilization to communication link utilization further can be offered. 



TECHNICAL FIELD 
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[Field of the Invention] This invention relates to radiotelephony and relates to the utilization 
process of the radiotelephony which guarantees action for the holder of this radiotelephony 
especially. 

PRIOR ART 

[Description of the Prior Art] Current radiotelephony is chiefly used for the communication link. 
On the other hand, in order to guarantee action for a user, another equipment like the example of 
a degree is used. For example, TV, VCR, etc. are controlled using remote control of an infrared 
method. Moreover, it guarantees entering into a house using the key of a house. Moreover, it is 
the example which obtains a customer credit using a credit card. It is because control is 
performed by this user and the result of a certain request or a profit is got, because all of these 
activities can be classified with a "control transaction." 

[0003] Time of giving the example which it is the no charge which is in these transactions, for 
example, guarantees going into its own house, the example which controls reception of the free 
channel of TV can be performed. Moreover, the example which a certain transaction is a charge, 
for example, guarantees going into a theater, the example which chooses the "pay" TV channel 
per viewing and listening, the example which obtains a customer credit can be given. The object 
of this invention is offering the system which solves the technical problem about the following 
control transaction, and is as follows. 

EFFECT OF THE INVENTION 

[Effect of the Invention] As stated above, it is the transaction controller attested by this 
invention, a customer credit can perform amount-of-money exchange using a cellular phone, and 
a home garage door can be made to be able to unlock, it can use for the goods of a television 
advertisement, or the dialogue of service further, and the attested effective transaction controller 
can be offered, and the useful radiotelephone system of the intensive use which added 
multifunctional utilization to communication link utilization further can be offered. 

TECHNICAL PROBLEM 

[Problem(s) to be Solved by the Invention] In the case of the control transaction of the system 
and charge to which a user is made to use that radiotelephony for and a control transaction is 
made to perform, a system distribution with which the credit account in which the holder of this 
radiotelephony has the cost of this control transaction to that radiotelephony service provider or 
another party is burdened is desired. 

MEANS 

[Means for Solving the Problem] This invention forms the transaction controller which 
guaranteed action for a user using radiotelephony and was guaranteed by it. This procedure's 
starting of this radiotelephony bases it on the Challenge Handshake Authentication Protocol 
concerning it. Once this radiotelephony is attested, ****** with which the credit account in 
which control command is emitted by that radiotelephony (or that radiotelephony effectively), 
and the holder of this radiotelephony has the credit total amount of money to this radiotelephony 
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service provider if needed is burdened will be permitted, and it will consider as liability at it. 
[0006] In order to purchase it in the utilization which asks for acceptance of a customer credit 
(for example, goods and the vendor (it only abbreviates to a contractor below) of service), the 
customer who asks for a credit carries out as follows. This customer starts that radiotelephony, 
attests this radiotelephony to this radiotelephony service provider through that local base station, 
and he progresses so that a "dialogue" may be established, in order to get a credit. A credit 
transmits the characteristic sequence which can be made into a different sequence from a number 
sequence corresponding to a characteristic sequence, i.e., the called party telephone number, to a 
radiotelephony service provider, and is usually obtained. Although there is a contractor ID code 
(what identifies that vendor) and it is still more natural, a request credit amount of money is one 
of those which are included in this sequence, and other information, for example, information, 
such as a purchase item and service to receive, can be mentioned to them further again. 
[0007] With another gestalt of operation of this invention, the information transmitted to that 
base station is monitored, the information about the request credit amount of money is added 
with this contractor, and this contractor's wireless receiving set has and passes [ organize and ] 
through the account of that credit offer organization, i.e., this radiotelephony holder, and 
transmits this information. The communication link with this credit offer organization can be 
performed through radiocommunication or a wire communication. If it is judged that the demand 
to this credit is appropriate, a message will be transmitted to this contractor, the supply of a 
credit will be permitted, and this transaction will be ended successfully. If the random signal of a 
radiotelephony base station can be combined, the signal which can be attested can be transmitted 
and it is attested when it is the utilization whose control transaction of this does not need to 
access that radiotelephony holder's credit line, and when only authentication is important (for 
example, when unlocking that home garage door using radiotelephony), that control transaction 
will be performed. 
[0008] 

[Embodiment of the Invention] The gestalt of operation of this invention is illustrated in the 
following order, and is explained. It starts from the supply of the customer credit with which 
authentication and amount-of-money exchange become very important first, and explanation of 
the process of acquisition. Next, the process to which authentication accesses an indispensable 
home is explained. The process by which only the function of a command and control controls 
an important device like TV, for example is explained to the last. The following explanation is 
given by taking up the protocol used for a cellular phone and a cellular phone. However, when 
this invention is contrasted with other radiotelephony, it is still larger than the case of utilization 
of a cellular phone, for example. [ of his understanding here ] 

[0009] 1 . In a credit supply current, the process which supplies a customer credit is the 
considerably common actuation. For example, an organization like a bank provides a customer 
with a credit, this customer is supplied with a credit card, and this customer purchases goods and 
a screw using this credit card. If goods and service are purchased, it will be charged to this 
customer's card, this organization will send a description to this customer at the deadline for an 
invoicing cycle, and this customer will offset the credit with which it supplied that organization 
by the end of the payment date. Although it is natural, those who ask for acquisition of a credit 
card need to find the organization which supplies this credit. By the way, although it is not an 
especially difficult failure for many people to find the organization which supplies a credit, the 
following point attracts attention. 

[0010] It attracts attention that it has much those who already have two or more communication 
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link business objects (local exchange service, long-distance communication link business object, 
eel communication link business object) and loan relation as for the customer of a credit. The 
problem which cannot use this diffused relation for supplying a general customer credit here, or 
asks that propriety arises. Since people who are carrying the cellular phone are becoming a large 
number, if this relation is used and it can process together with a credit card, to be sure, it is 
convenient. Arrangement and the process of explaining below offer this function. Although a 
cellular phone 10 is shown in drawing 1 , this is used in order to radiocommunicate with a base 
station 20. A base station 20 communicates with the credit center 40, and the credit center 40 
communicates with a contractor's device 30. Moreover, a base station 50 also communicates with 
the credit center 40. 

[001 1] Although the cellular call-service provider who operates the credit center 40 and base 
stations 20 and 50 may belong to the same organization, it is not necessary to restrict to it. It is 
usual that the credit center 40 is a billing handling category in the organization which provides 
that user with this cellular call service. For example, the following case is assumed. A base 
station 20 belongs to the cellular call-service provider A, and a base station 50 belongs to the 
cellular call-service provider B, and the right holder of a cellular phone 10 has privity of contract 
with the cellular call-service provider B. Furthermore, the credit center 40 is made into the 
cellular call-service provider's B billing handling device. Moreover, a channel 21 is a channel 
which combines a device 30 with the credit center 40, and is the channel of a cable or wireless. 
[0012] If authentication of an insurance guarantee can be acquired, since it is the communication 
link between a device 30 and the credit center 40, an either usual protocol can be used. The 
fundamental transaction about the case where a customer credit is acquired charges the amount 
of money chosen as the cellular phone 10 in the credit center 40 at the account of pair Perilla 
frutescens (L.) Britton var. crispa (Thunb.) Decne., and a contractor notifies this contractor of 
having obtained the benefit from this accounting to this radiotelephony holder's account, 
however, this comes out in the premise that a cellular phone 10 is in a right customer's hand. 
Since it is simple, when a query is in the justification of the possessor of this cellular phone, the 
protocol which requires it is not described here. The case of utilization, such as a customer's 
personal identification code and voice authentication, can be mentioned to this. 
[0013] However, it may be said that recognizing here offers the guarantee whose both of that 
customer and contractor receive the profit of this supply credit in one in these technical 
problems. Another technical problem is offering this interaction by the approach by which 
insurance's was guaranteed that neither this customer nor its contractor gets disadvantageous 
profit. Still more nearly another technical problem is offering this interaction so that a third 
party's may not get disadvantageous profit by this communication link and a profit's may be 
obtained again. Although these objects show the example of the following patent made into an 
illustration here to drawing 2 here where it considers as reference, they are realized by the 
protocol, it ~ United States patent No. 5,204,902 and Reeds ** — refer to issuance on April 20, 
1993. This Reeds's and others patent is described briefly. Here, there are the following in each 
cellular phone. 

[0014] That is, there is digital string data of "common restricted data" (SSD), this is drawn from 
association of hash processing of a secret key (A-KEY), and there is that cellular phone device 
number (ESN) further, and there is that cellular phone allocation number (MINI), random string 
data is one of those which each cellular phone has further, and the organization where this 
cellular telephone user has business relation chooses this as them. As an example of 
representation, this organization has the privity of contract which pays accounting which it is a 
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cellular call-service provider, and this cellular call-service provider and this customer "signed", 
that is, was produced. A cellular call-service provider is usually limited to the geographical area 
of specification [ the area ]. 

[0015] This area is that customer's "home" cellular call-service geographical area (home CGSA). 
The home CGSA of a cellular phone 10 presupposes that it is a base station 50 on account of 
explanation. The base station 20 of a eel where a cellular phone 10 exists presupposes that he is 
the "visiting place" host CGSA. This SSD train is divided into the SSDA train of two trains, and 
a SSDB train. This SSDA train is used for authentication and a SSDB train is used for 
communication link codes. Next, actuation explains. Each eel of a eel communication network is 
served by base station like (base stations 20 and 50). this base station ~ being certain ~ it chose - 
- although broadcast of the random sequence (RAND) is repeatedly carried out at a rate ~ a 
security enhancement sake — comparatively ~ frequency ~ many (for example, duration time of 
a eel call of most more frequently) this RAND is changed. 

[0016] If a power source is put into the cellular phone which is in a certain eel, this RAND 
sequence is received, and that eel will be told about itself and will be answered (a cellular phone 
10 receives RAND which a base station 20 transmits). This is a registration process and is shown 
by the lines (process) 11, 12, and 13 of drawing 2 . Processes 11, 12, and 13 are explained still 
more concretely. This cellular phone connects that ESN train and MINI train with that SSDA 
train and RAND train, carries out hash processing of the obtained string data, and acquires that 
AUTHR train. Next, this cellular phone transmits that AUTHR train to that base station with a 
RAND train, an ESN train, and MINI train for a check. 

[0017] Although it swerves from explanation here, the reason for transmitting this RAND signal 
is that that base station has changed that RAND between the times of the time of a cellular phone 
10 receiving RAND and its base station receiving AUTHR, this is an option, because it is 
because that base station can memorize the RAND train of that last easily. This base station opts 
for the discernment which detects this ESN train and MINI train and by which that cellular 
phone was asserted from here, and discernment of that home CGSA. Although it swerves, in 
order to identify this home CGSA, explanation needs to apply an algorithm to this ESN train and 
MINI train, or needs to refer for it to a database. 

[0018] Although a base station 20 is this home CGSA and this is a base station 50 in the example 
of drawing 1 , hash processing of the string data which will receive this SSD train from now on, 
and might be combined with that RAND train and ESN train, and MINI train in this SSDA train 
is carried out, and the AUTHR train of that version is acquired. Next, this base station compares 
the AUTHR train of that version with the AUTHR train of that receiving version. Coincidence of 
these two string data determines the cellular phone as a right thing. In order that it may be 
transmitted to that cellular phone from this base station and "O.K." signal (line 13) may 
communicate further to this, the information about the specific frequency which this cellular 
phone needs to use is included. 

[0019] If registered by this handling base station, although this cellular phone can start a call, this 
will be performed in the process which connects with other string data that call-ed telephone 
number that exists at least. Namely, as for this cellular phone, a new AUTHR train can also 
transmit further MIN3 train which is the information on that called party with that RAND train 
and ESN train, and MINI train. This new AUTHR train is acquired from RAND, ESN, MINI 
and MIN3, and hash processing of connection of SSDA (it is because there is no call which does 
not illustrate to drawin g 2 , because is made into a third party). Once a dialogue with this base 
station is set up, if a actual information communication link is a request, it can progress by being 
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enciphered by SSDB. 

[0020] In order to hold security furthermore, although this base station can require a 

reconfirmation certificate at any time, this is performed like said initial registration. Next, it 

returns to the technical problem which obtains a customer credit to the holder of the eel 

telephone 10. it is the need, in order to supply a credit and to charge this user's account in the 

credit center 40 — the following step is most contained in a fundamental protocol. 

(A) They are the required information about that account that communicates with the credit 

center 40 and charges it, the step which offers the total amount of money which charges that 

account, and the step which notifies returning that demand total amount of money to this 

contractor, and considering as a claim by the (B) contractor's device 30. It is convenient, if a step 

can furthermore be added, for example, the following term can be guaranteed. 

[0021] It can mention guaranteeing not adding [ which guarantees that return / which guarantees 

charging that offer credit to a right account / that demand total amount of money to a right 

contractor further, and it considers as a claim ] the present or future damage to the credit center 

40 or the user of a cellular phone 10 by the trespasser further again at this contractor etc. A detail 

protocol with the following step is shown as an example of the simple form. 

(A) Although this contractor offers a code peculiar to that customer, this is a characteristic code 

which identifies this contractor in the credit center 40 (line 18 of drawing 2 ). 

[0022] (B) This customer adds a matter like the example of a degree to a cellular phone 10. For 

example, it is a prefix as shown in "an asterisk and 9", is that contractor's ID code further, and is 

the total amount of money which needs to charge this customer's account further, needs to return 

to that contractor, and needs to be made into a claim. This forms MIN2 train. 

(C) A cellular phone 10 is registered previously in a base station 20, and the data of a step (B) 

are inputted into that buffer, a that "transmitting" command is answered, and that MIN2 train, a 

RAND train, an ESN train, MINI train, and an AUTHR train are transmitted, however this 

AUTHR train is acquired from RAND, ESN, MINI and MIN2, and hash processing of 

connection of SSDA (line 14 of drawing 2 ). 

[0023] (D) A base station's reception of this transmit information admits being what this is not 
usually a call (from for example, that "asterisk and 9" train), and is going to arrive at the credit 
center 40. It is answered, the credit center 40 is contacted and the related information is told. 
That is, this is the ESN and data of MINI and MIN2 (line 17 of drawing 2 ). It guarantees 
effectively that the Challenge Handshake Authentication Protocol of a base station 20 is a 
telephone corresponding to [ in fact ] the ESN and MINI which received in a cellular phone 10, 
therefore the credit center 40 is located in the location which deserves that the customer of MINI 
gets a credit, or asks for the right or wrong. 

[0024] (E) If the credit center 40 determines that it needs to supply radiotelephony 10 with a 
credit, further probably as for this credit center, an acknowledgement code will be transmitted to 
a contractor's device 30 also like that cellular phone (lines 15 and 16 of drawing 2 ). The 
transaction of this request is successfully ended by reception of this acknowledgement. Actual 
copy **** of this credit to this customer's credit account is performed like usual, and this can 
change the tariff charge rate to a cellular phone 10, and can also perform it so that it may be 
carried out with "900 Service." 

[0025] It is that this contractor needs to provide this customer with that code with the protocol of 
disclosure above in a point somewhat troublesome [ one ], and it is expected that an error arises 
if this step is performed by voice communication. It is because the process which a little thing for 
which the credit center 40 needs to contact a contractor's device is inconvenience, because this 
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needs utilization of the database which translates this contractor's code into the telephone number 
(usually), and sets up a communication path takes time amount further further again. However, 
these faults are conquered in the modification to which slight deformation, for example, this 
contractor, is rather another path, and he contacts the credit center 40, and the modification in 
which this contractor transmits that identification code to that credit center electronically. 
[0026] Although it is natural, it is necessary to link the communication link between the 
radiotelephony 10 through a base station 20, and the credit center 40 with the communication 
link between a contractor 30 and the credit center 40 (for the purpose of being related). This link 
can be set up by that contractor that has agreed on the activity of the selected transaction 
password (TP train), and this customer. It seems that this string data shall be random, and shall 
be transitional, for example, shall merely be used only at once. This TP train can be inputted 
instead of this customer being that contractor's ID code, it can be transmitted to a base station 20, 
and that contractor can use the same TP for a communication link of a contractor with the credit 
center 40. 

[0027] This TP train can be communicated from that contractor with voice to this customer, and 
this customer can insert this code in that eel telephone. Risk of a neighboring cellular phone 
joining this communication link accidentally, undertaking that credit amount of money, and 
considering as liability by this, is abolished. Since this TP train is merely used only at once, a 
trespasser does not have that value, and it is that an error at this step only makes that transaction 
go wrong clearly. When this arises, this customer and its contractor can reinput and retry this TP 
train (or a different TP train). Also when based on this deformation protocol, although that 
telephone communication is a front passage, it has the next point of difference here. 
[0028] It contacts that credit center, clarifies an identity, and offers this TP train, and, in a 
suitable case, this contractor's device receives acknowledgement or authorization from that credit 
center. In order that the credit center 40 may help to link TP train which this contractor offered to 
the communication link by radiotelephony 10, it is convenient that a contractor's device 30 
contains ESN and MINI of radiotelephony 10. This protocol is shown in drawing 3 . Although it 
is natural, a device 30 needs to receive the information on ESN and MINI from radiotelephony 
10, and this can realize it with the receiver 3 1 which accompanies a device 30. It is possible that 
the customer who can use this receiver as a low sensibility receiver, because purchases that 
goods and service is in the neighborhood of this receiver, and this contractor wishes not to 
receive the transmission from an adjoining cellular phone again. 

[0029] Reception of only a right cellular phone can be guaranteed by the approach except using a 
low sensibility receiver. For example, it can set so that all reception from a cellular phone that 
does not transmit this TP train for the receiver of a device 30 may be rejected. Or although a 
device 30 can have the metal shroud 32 around an antenna 31, however inserts the antenna of 
radiotelephony 10 here, an antenna 31 receives only the signal by this. If a receiver 31 is 
introduced into a device 30, however the communication link between the unrelated telephone 10 
and a base station 20 may not surely carry out or there may be, it is not necessary to carry out 
directly. That is, a device 30 catches transmission of radiotelephony 10, whatever the data for 
which it asks, adds it, and does = (using pass 22 of drawing 1 ) transmission of this joint 
information through a base station 20 to the credit center 40. 

[0030] Or a device 30 can bypass a base station 20, can transmit the data to the credit center 40 
directly, and a preprocessor 42 receives the data and it emulates the registration process of a base 
station 20 here. As shown in drawing 4 , a contractor's device 30 acquires the RAND train from a 
preprocessor 42, and transmits it to radiotelephony 10. This contractor can transmit that TP train 
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to the user of radiotelephony 10 simultaneously. Radiotelephony 10 generates the following 
string data. There are that transaction password train (TP), an ESN train, and MINI train, and 
although it is an option, there is MIN2 train in this, and there is an AUTHR verification train 
(that TP train is embedded in this AUTHR train) in it further. 

[0031] Next, a device 30 transmits this information to a preprocessor 42, and, probably adds that 
RAND train to this TP train, its total amount of money, its ID code, and a pan. Although a 
preprocessor 42 checks the justification of the user who demands a credit, it analyzes this 
AUTHR train to other data which the device 30 transmitted, and it performs it, supplies a credit, 
or determines that right or wrong, next, this decision ~ a device ~ 30 HE, although it is an option 
further, it is transmitted to radiotelephony 10. It can carry out by the ability of this contractor 
providing that customer with print-out, and this customer can sign this print-out according to a 
request, and a check with the document of the amount of money which charges this customer's 
account can be considered as backup verification of this accounting. By drawing 1 , equipment 
33 shows this printer. 

[0032] The device is completely the usual device [ hardware / required for the system shown in 
drawing 1 ]. For example, a cellular phone 10 is also the usual cellular phone, and base stations 
20 and 50 are the usual base stations similarly. As for this contractor's device, it being necessary 
to carry out by being a still easier receiver, or it is resemblance at the receiver of a base station 
20 is only only distinguishing an input signal so that priority's may merely be given to a right 
input signal by reception of a signal. In this case, it is expected that the cellular phone of the 
customer who asks for purchase will 2-double-approach at least compared with the following 
cellular phone which approached most to that contractor's receiver. A shroud 32 is an effective 
thing which makes an error small at such distinction. 

[0033] Then, the distinction based on the power to input is easy, and effective. However, such [ 
again ] distinction can remember that it can carry out only by checking that the TP train is 
included in the communication link from a cellular phone 10. It is necessary to embed from this 
at AUTHR and, and that cellular phone needs to output this TP train to "the free space which is 
not although interrupted." A means to add information to a contractor's device 30 at those 
received data in addition to this receiver, and to transmit this data to the credit center 40 is 
required. Such a device is the usual PC, or it can correct by specific hardware arrangement, and 
is low also in respect of a price also in respect of various functions, and can be realized now 
easily. 

[0034] It can use by any class of printer ordinarily used for the printer about the usual credit card 
here now. About the credit center 40, this is office which serves as a communication link and a 
main role of a database in almost all cases, and does not differ from a current cellular phone 
provider's business office so. 

[0035] 2. ~ the home feedback above — after shopping like the example which goes out 
privately, the holder of a cellular phone asks for access to the home, and asks for unlocking of a 
garage door under control of the same cellular phone. Here, it is not necessary to apply the credit 
center 40 for this object because, and a credit is not supplied (in accounting which it corrects, for 
example, this control transaction is performed by that base station, and is undertaken to that 
contribution, naturally, it excepts). The task which described the outline above is only the 
example of control of one garage door unlocking machine, and although it is not a requirement, it 
also has the example in which a communication link is included further as follows. In the 
example of a gestalt of communicative implementation, as for a garage door unlocking machine, 
a decode means is added with a cellular phone receiver. 
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[0036] Next, actuation explains. This garage door unlocking machine can be registered in that 
cellular phone base station, and this base station can incorporate that SSDA train and SSDB train 
there. Although this base station communicates with that garage door unlocking machine by the 
guaranteed method and this of the main point is almost the same as that of the case of other 
cellular phones, a point of difference is only the one direction communication link to a garage 
door receiver from this base station. If this cellular phone 10 wants to make that garage door 
unlocked, when wanting, it is required that it should be made to call to this garage door receiver 
in that base station, and series-of-commands data should be transmitted to that receiver. The 
following are one of those which are included in this data stream. 

[0037] there is a random number (RANDX) in it — having ~ the holder of this cellular phone ~ " 
~ it is devoted — having ~ " ~ hash processing of this random number is carried out by the key 
(B-KEY) (are that TP train and a transaction password and was accumulated to this transaction) 
further in the eel telephone 10 in **. As mentioned above, there is a decode means in this 
receiver and this is a decode means to collect the string data which carried out hash processing 
by that B-KEY. When this decode random number is equivalent to the random number received 
in "the free space which is not although interrupted", that garage door is unlocked. This protocol 
is shown in drawing 5 , and lines 11, 12, and 13 show that registration process here, as drawing 2 
was described. 

[0038] It turns out that the protocol with which these cellular phones differ for a while by 
drawing 5 from the protocol of the usual telephone association is followed here. That RANDX 
train and B-KEY (RANDX) train are promptly added instead of waiting for the display to which 
this called party telephone number (MIN3) was only transmitted and which this called party 
specifically answered from that base station. This is easily performed by choosing this with this 
cellular phone, although the RANDX train which a user supplies to the sequences which this 
cellular phone can recognize easily (it reaches, otherwise does not correspond to effective string 
data), "8", and rightness continues. [ for example, ] Or although a cellular phone 10 is thinking, 
this MIN3 signal is transmitted and the remainder of that sequence is transmitted for a clear two 
SENDO signal to waiting and a degree. 

[0039] In the example of a gestalt of the operation which does not include a communication link, 
this cellular phone base station operates with the still more nearly following semantics. That is, 
shortly after this cellular phone has a dialog with that base station automatically and turns on this 
cellular phone, notice is submitted itself and it is registered. For better or worse, if it puts in 
another way, if this cellular phone is turned on, notice will be itself submitted to that base station, 
and it will register with it. This activity does not usually generate accounting to that cellular 
phone holder's credit account. It is this object to unlock this garage door without the help from 
that base station in the example of a gestalt of the operation which does not include a 
communication link beyond this registering point. 

[0040] Although this is attained by many approaches, the following point is surely required for 
it. The signal transmitted to this base station where it follows "O.K." signal of a line ( drawing 5 
) 13 needs to be what is not understood in this base station. On the contrary, this garage door 
receiver needs to be aligned with that transmission from that cellular phone, and that 
transmission needs to understand it. This can be attained like the example of a degree. For 
example, although this garage door receiver is "O.K." signal of that base station, however the 
signal directed that this operates on a specific frequency to this cellular phone, this transmission 
is monitored and it can realize. Next, this receiver can be itself aligned with that same frequency, 
and can catch transmission of this cellular phone. 

-20- 

SSL-DOCSl 1472444vl 



Machine English Translation of Publ'n No. JP 08-96043A 



[0041] If a cellular phone 10 transmits the signal of the line 25 of drawing 5 next as shown in 
drawing 6 , this receiver will monitor it, it will be decoded and that garage door will answer 
there, or [ MIN3 being string data which the base station does not recognize, or deleting AUTHR 
in such an example of a gestalt of operation, ] ~ or it only changes and refusal is made to cause 
by the base station Or if the "8" sequence is inserted in a cellular phone 10, it can align with the 
fixed appeal frequency used for registration itself. This garage door unlocking machine can be 
aligned with such implementation fixed in that appeal frequency. Said example of garage door 
unlocking is an example, and can mention other control utilization, for example, unlocking of an 
automobile door or a house, and an activating alarm, and these are also included by the technical 
range of this invention here. 

[0042] 3. If it can access to the home of control ****** asa request, the holder of a cellular 
phone 10 can ask for control of various devices. It is not that security has an interest like [ in said 
utilization of two examples ] in such utilization. It is desirable not to include this base station in 
such control utilization from a viewpoint of a public policy further again. In the case of the latter, 
it can carry out only by changing the clock frequency of this cellular phone into the band which 
is not covered by this base station. Next, actuation explains. It operates on the frequency as 
which the home controller base station of itself is located at each home, and this was chosen. In a 
switch or code "driven in", this cellular phone can be made into "home controller" mode, and this 
cellular phone has a dialog only with that home controller base station in this mode. 
[0043] next, what kind of control can perform it also for allocation **** to it using the approach 
usual in this home controller base station. Although this authentication process can be performed 
as mentioned above, it is carried out to the bottom of control of this home controller base station. 
That is, this home controller base station can include the function which attests that cellular 
phone as a home controller based on the interaction of that request, does not need to restrict it to 
it, or can also carry out it selectively. For example, it is also possible to be able to change TV 
channel as a home controller using this cellular phone, therefore to ask for a certain security 
processing probably. 

[0044] However, although it can also have a dialog that television signal supply origin again 
using this cellular phone, it is not necessary to ask for security here. Purchasing by such 
interaction is also possible, and even if the owner of a home controller makes a visitor use this 
home controller base station as a conduit tube and it does not care about it, it does not interfere. 
Arrangement of disclosure is shown in drawing 7 above, the home base station 60 is here, there 
are further various home controllers 61, this controls a device, there are television "set top box" 
62, and there is television 63, and there is a means 64 by which it can have a dialog the goods [ 
which were further advertised on this television ] and/or supply origin of service in this device. 
[0045] Although it is also possible to make such a means into a part of the set top books and this 
returns a signal to the supply origin (it illustrates) of the television signal, it is not necessary to 
restrict to it. What should be written in addition here does not restrict the above explanation of 
this invention to a cellular phone. Although the function of disclosure is above realizable with 
any wireless means of a class, it may be the utilization it is the case where such a means has 
suitable authentication capacity to utilization at hand, however a desired authentication function 
is not important or is completely above unnecessary like explanation. Although the various 
modifications of this invention can consider the above explanation about the example of 1 gestalt 
of operation of this invention if it is this contractor of this technical field, each of they is included 
by the technical range of this invention. In addition, the reference number indicated to the claim 
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is for an understanding with easy invention, and should not be interpreted as restricting the 
technical range. 

DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the arrangement which performs the system of this invention. 
[Drawing 2] It is the flow chart showing the flow of the example of a protocol used for the 
system of this invention. 

[ Drawing 3 ] It is the flow chart showing the flow of the example of a protocol used for the 
system of this invention. 

[Drawing 4] It is the flow chart showing the flow of the example of a protocol used for the 
system of this invention. 

[Drawing 5] It is the flow chart showing the flow for guarantee control utilization. 
[Drawing 6] It is the flow chart showing the flow for guarantee control utilization. 
[Drawing 7] It is drawing showing home controller base station arrangement. 
[Description of Notations] 
10 Cellular Phone 

20 Radiotelephony Base Station 

21 Channel 

22 Pass 

30 Vendor Device 

31 Receiving Set 

32 Shroud 

33 Printer 

40 Credit Center 
42 Preprocessor 

50 Radiotelephony Base Station 

60 Home Controller Base Station 

61 Home Controller 

62 Set Top Box 

63 Television 

64 Controller 

[Translation done.] 



SSL-DOCSl 1472444vl 



-22- 



(19) B^HSffFJf (J P) 



& ub & i^f & m ^) 



#£BB¥8- 96043 

(43)&HB ¥^8^(1996) 4^120 



(51) IntCl. 6 
G 0 6 F 17/60 
19/00 

H 0 4 Q 7/38 



F I 



(22)mi5B0 



#H¥7 - 264673 



¥f£ 7 4p(1995) 9 £20 0 



(31) «^«*3i#^ 3 1 0 4 4 1 

(32) flBfcB 1994^9^22 0 
<33)«3fcHB31BI *B (US) 



G 0 6 F 15/ 21 3 4 0 B 

15/ 30 C 

paat* m**©»:i9 fd (^ io jo «»Miaw< 



(71)ffJIgA 390035493 

X-f ■ ■ 7> H ■ 7-4 • 

3> 

AT&T CORP. 

7*U#-o*H 10013-2412 — j-— 3 

^ T^'J*X 32 

T^U*^*H, 07931 -ol-^-v— 

— , 7r- tJl'X 5>H n— H 

900 

(74)ft3A #3± =« 



(54) mwo&m 7^>3>«iE£&£^i^.y M5«be© 



(57) [SiKr] 

[Si] MtEStlfch^>if^f>3> • 3>hn-5 
WS:5**©-fe;i'iW6£iBl&U H©-fe;PiS«B£-€-© 

#^K#*i-*as©##S'-^>x£:«afc«*Nr© 




—563— 



1 

o) ajewrrsjewx-ry^t, 

v a y &mfr ■? z> y v ~y a >*ff x ? y :/ t **-r -5 £ 

[«#B2] MbB (B) BiEX^yytt, MIBtl^a 10 

[rt*^3] MfB (B) aSSEX-ry^te, MfB$t$ia 
a h 3jPS«Mt« 1 1 tt««*a 1 KB*© 

m^-^Z^V^vY^H-t^^Wv h«7r 

m \z ± o rff t>n* £ t &w* t-r 4 tcia«© 

*£W©jMH— If X#*Sft#fc £o Tff fen* d t * 

Xfy^T*5 E tS#mti-*lfjJ<JS 1 KB*©* 
[■1*^8] MIBrL— tf©fc*©HfflBT^^3>tt, 

[ft *B 9 ] Wffiff jfeli*— A • n > h D-^SiM 

(5 0) T?**Ei&«f«£1-Sil*B8Kffi*©>& 

40 

misem. i o ] wiEff jfett, ri/f-/a>'t7h^ 
(6 0) T$>z>z\£i&mmii~?2>m$Lm8iz 

PL I DaStf^fci^gia^S^tr^-* ^ 

s>v Hm^y^izmm-r^^y-yf^-r^^t^m 

—564- 



#3B¥8 - 9 6 0 4 3 

2 

(4 0) tM«t^^mi©^*#(CSg2CDS* 

(A) «n*aefflfcfnE«i*«B*tffifflT5«aij^n h 

• ±y^izMvmimmmM^mm-r^m i ©*»t, 
wia* i ©^afc«koT»s>jsn&«««»tM«#tt 

*®2©^Kt, 
(C) WIB^ I/-5?-/ h - t>*tfflfflE£2©Mi*£fc:* 

Exf-^xsifltsi 3 ©^as^rrs ^ t £#nt 

M*«13] WtB®l©#©ttfffBS2©#Sttff 
IB® 3 ©^§fc©S#«jK*fcttWB* ^/y Mi«-fe>^ 
©<WWTt**::taWtSfrs»*3gi 2[c|B*©SB 

[« 1 4 ] mmm i ©^aa-t^ws**^ t 

1 5 ] mmm i ©^g^Mta? . 
tafir-sfeiitfriBm 2 ©a^#©«rtcss#s« 

(3 0) *^^^t*#mt-r*W*JRl 2tC|B*©SB 

«= 

1 6 ] mmm 2 (Dmmm^miH^mimmm 

«tt-fe;i/7*ISSifiMa^btWB^L/i?y h ■ ir>^t 

amrs - 1 *®mt-?z>m$im 1 5 kib«©e«. 

ffiffi 3 ©^R©3t*«fi*HWffi® 2 ©S*#©#tl*]!c 

[«*^ 1 8 ] mib® 1 ©#©«$ s izWiimMmm 

19] WIB««fg^ S ©itMSffi 

#mtf*»^ 1 8 E-SB*©SB« 0 
KW©fiMBS:BiW] 
[0 0 0 1] 

mz z. <D%mnm<D$km%(DTctb(D7 v y 3 >%uw? 

*««!S©fJffl^n-fextcM1-*o 
[0 0 0 2] 

[«*©s#] aft«»«is»*6a«fflfc|ijfflanT 

V^*o — ^n.—- !f©fc*©T5">3 >*{SIE-r*fc*(C 
fiJWT^o *&*©^-S?!|fflUTSJ©'f»'v.A*J:tS 



(3) 

3 

(D\tZ\ ©a— if \z J; -3 TMW^ff t?n*-63fS©i|g** 

[ooo3] z\nz h^>if^->a>©4' - rs>5 ! fe©« 

UMBfT&oT, Mill S^O^icA^^t^lE-r^ 

WfcTFK©*!* h 7 >if^ is a >fclWr-5HW£A*8rt- 10 
[0 0 0 4] 

J; tf^rtt©tWW h 5 >1f ^ v a >©*&£ « Z. ©fflff h 
7>f?ya>®3Xh &-t©*6iB«ISU— t'Xgfif 

s & ttsu © m§ k m u r. (Dmmmm<D&mm-t>m r> v 
a. 

[0 0 0 5] it? 
ffl b Ta-D" (DTctb © 7 ^ v 3 > £«SE L-€-tl t «fc o T 

-5„ ^©^jitt^©*««ig$e»Tat^nc#-5^ 

iot (Sfctt-€-©*S**ISKJ:oT^rSftK) lg-fr<=> 
n, * jfc U £ ©*M6«BU— fx CM U 

2]/=JvY &^&m* r. ©«H«IS©ffif##^»o * v 

[0 0 0 6] WSiH^v h©SAtlS:*s6S?iJffl©« 
lfX©IR^Iit# («T*tcH# 

*tt^©«t5fcff'5. -©jpgte, -€-©&i£t£&j&Iir 

U ^©P-*;«ifiMSaDTS:©««*sS-!t-h*X 
»##K#L£©aii*«B£BIEU ?l/^hSf4 

fcfe "MIS" SffcA-Taii^xtfr,, ^l/v^htt> #W 

©5>-^r>Xt3* D^-©«ffflWfg#*tMJS-r'Sam 
#^-^>X£S&5~>-^>X£T&r:£;^Ti*-5 40 
«fc 5 &##© S^—5r > X SaSR«iSU— tfX*§«# SI 

fibr^s-ns. s:©->-^r>xi^fcfe©(c«, n# 

ID3-F (^©IS^H^^SiJ-r-Sfe©) tf*»rh ^ 
[0 0 0 7] *SEW©SIJt©B«J©J»!B-rtt, Sl©*#© 

«i*smfi«*»-t©sjft^3Hg3nsffif«*»sb, 

d©fflf*S-€-©^l'5'y hJfttffiit -rfc^C©** 50 



#3B¥8 - 9 6 0 4 3 

4 

«S«Kf#©PJSE**f -MiftTSo n©?l/ 

v y h 1 ©am HMsam * & \zmmwm*M 

VVyYoi^mmXs. n©h9>1f^v-3>H^S?) 
Sic^T-Ta. s:©M»h7>-tf^v3>^cDti^ 
f§ffijt#©i?l^-y h • =7-i >S7^tXt5MWj; 
V^^^Jffl©*^ *fcf8tE©##*»g'?&*<J;5fc 
*»«aS*?(lffl UT-€-©jT;-A ■ 13 V- 

BtE^nsi, ^©MfPh9>1f^v3>S:ff^<. 
[0 0 0 8] 

^ P -fe X & IKBJ-r «. «« t n v > h t «w ©«««tt 

-irXS:ISB^-r-5= KTwiiBJfi-b^^mgt-tr^^Sig 

arr *&a#a a ©k*^bjh, h&©*««k(cm Jt-r 

2>i> ■fe;t5*K©5Wffl©*&«fcO$6Kja:^ 
[0 0 0 9] 1. ^ hft# 

D^nfci&f^Tab^o M^-li, «fr©«k5fctt»rt*J»£ 
Kf^yhSJIftl, Jl©RSK^^>?y h ■ H 
S#t^L, SIC^HS:©^!/^^ h ■ #-H£ffioT 
SWfX^IAT^o ffift^-y— t*XS»AT-5i:, 

ci©ib*©*— Hfc*fb«^sn, ft&iWiiM ?;p© 
«»|fflK(cs:©m«/5^©W^ic0^«#ajit#L< 3t& 
v^M B * K n©W^«^©a^tc^-n^^Lfc^ v j; 

H©3t#*Bfa-rs*ffiC:©^U^y h&«#-T5 

[ooio] hojRsgfcrr'rKiK&oa 
^^^^©pig&w^wiH^-f a. -fe;i-^«ag&« 

*LTV^A^r^#»:tC!^oT#TVia©TC:©H«^ 

x*»«#t-r*. a i iz-tui^mw; i o s^-r^nntts 

MM 2 0 t*^aftTSfc86MV5 5n-5o X*«2 OH 



—565— 



(4) 

5 

>?4o ummomm 3 0 tmm t-s. stcmmm 5 0 

[0 0 11] h ■ ±>?4 0 tSfflM2 0, 5 

2 1 30^^/ VV>v V • 4 o \z.m^t 

[0 0 12] ft^ffiKOBttE&WSCltjflStf^St, *» 
S3 0 i^l^y h • -fe>^ 4 0 W©MOfc*^fft 

[0013] uttt, ^n^rna 

£ Sftfc V> «fc 5 * ttm J: 5 Z. o-f > * 5 ^ v- a 

#fFH5, 2 0 4, 9 0 2^, Reeds 1 9 9 3^4 
H2 0B3Bfi\ £ ©Reeds £>C9#fF£ffi 40 

[0 0 14] T&t>^, #-fe;i/5«KcDSf^fe©fctt, 

(SSD) C05r^>?^;^j^-^^ 
|.^T^Wiit+" (A- KEY) (ZVVy^fflSGO 

(ESN) *t*r), SZSi^iot^vtBSa*^ 
(MINI) *t*D, 2 6tC^>^A5U5 i — ^^*oT 



#H8¥8 - 9 6 0 4 3 

6 

U ^SD^CfcSfefe^ 

[0015] ^(DjiVTlt^tom^o a" 

li^-b^HWxU7 (*-ACGSA) 
t^Of^-h, -fe^asSl OCO^n— ACGSAttXflfi 
M5 0T$>£<hT&o ir;i/^*Kl 0rt*#ft-r*-fe;KZ> 
SMM 2 0H /i\X hCGS A^^tt^o 

£CDS SDmU2m<Dm<DS SDA^fJtS SDB^lJtC^ 

ift>n%o z.<DssDAm\tMMf8\zm^ ssdb^j 

»(D«-fe;m (SIM2 0, 5 0) o±5ittS»Mt«t 
l/-ht7>^A-y^>X (RAND) £|W[$K»fi 

RAND«St^ e 

[0016] fts-t;n^ifcv^"b;v^«3gfc«s*An 

^C0RANDv-^r>XSSf9L-€-LT^CDir;l, 

M2 oa^fTTSRANDSgfrr*) c 2inH»»^ 
nirXT&oTia 20^-1* > C/nirX) ll, 12, 
13T^Wc ^DizXll, 12, 13^^^tC* 

N 1?IJ^^0S SDA^iJ<hRAND?fJ<htC»Mb, 
tl^c^-^^/A^V^^aUT^OAUTHR^J^II 
*lC^©tJl/7t|gK(Z)AUTHRM^RAND 

^j^ESN^jiM i n imtt^>iz^<Dmmm^mm<D 

[0 0 17] ^^T^^n^>^\ u^RANDft^ 
^lit^lftll iz;l/^«fSl oj^randssul 

fc«ft*CD*»^AUTHRS$«TS«ftCOW{C-t- 
CD*»M*^CDRAND&S5eL&21t*t*Si^T* 

tt* CD (7)RAND?iJ^^M tClB'IST S ^1 1 **T 
^S^6T*So 21CO*flfiMtt21CDESN5BtM I N 1 

n§*^ 21©*— ACGS A&ii9Ji-^fc«>tcttT;^ 

uxA^^0ESN?fjtM i n iw\zmm-$~ 

[0 0 18] 81^2 Oti^lCO*— ACGS A, 7^/?L 

S SD^J^SfgL^ODS SDA^fJ^^0RAND^(J^:E 
SN^iJ^M I N l^iJ^^L^^nrc^-^^A^v 
ailLtf W-y a >©AUTHR?J^#^ 0 ^fc 
2:©I»Stt*0A-y3 >©AUTHR^J^Ogi 
A— >?a XDAUTHRJBtJtRT^o ^n^2faco?[| 



—566— 



(5) 

7 

"r— t, J £-©-fe;i^«|g«iEl^ *>©£$: 

s$ns. "ok" mn (5K>i 3) ^zommm^ 

[0019] z\(Dm»Mmmiz^x^»^n^t, z 
(Dtuv^mmizmm^mm-r^ z t^x^^zmz^ 

«, ^©W?«©fif«T&3M I N3?[J£, -^©RAN 10 
D^ltESNJUiMI N l^lttfcfc. Se-KiFfSSAU 
THRDt), SMtSIlt^fS. £©f9gAUTH 
R3*JttRAND, ESN, MINI, MIN3*3J;^S 

an. ittj-t^T^5o 

[0 0 2 0] aSfc-fe^r3-U^^*fiM^i"Sfc*^©S 

mtmmizftibnz. &\z±Ammi o<DummizMv 

#l/z?yh-±>#4 0~T?Z.(D3-—4f(DtimzWk&-fZ> 

(A) 9 h ■ -fe>^ 4 0 tliLf iltlMS 

^ CD P ME (C H -f S i^SWfg t -t- © P Jffi [Cfg&T £ tte 
»&S«-r«^'ry^t, (B) 3R#©«»3 OKJ;^ 

Tz\<DM%\zJt<Dm3t&m<km*Mvmmt-rz>zt%: 

[0 0 2 1] ^nttiEL^PtfiC-^COtSffi^l/v 5 ^ h£ 

V 3 Jy h • -fe>^4 OK, Sfctt-feJl^WBl OcorL- 
itS, -^©3M»E&^©— #|£LT, ^CDXT--y/S^ 

(a) ;:©*#tt-€-©jB«Kw^ro3-Hati«-r55^ 40 

^©3— (02©^>18) . 
[0 0 2 2] (B) £©]B£BJfc«©«fc5£*«£-t^H' 

7*eiocjn^.s„ mfcf, "appt9" ©£5&|g 

(C^©»§©P*K^L^©H*tC!)iL«*t-r^i^ 

(C) -fe;P9«ISl Ott, 3feHfiM2 0T5fetS»an, 

(B) ©^-^^©Ay^rtCA^atl 50 
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T*3D, •€•© 3V>F(CJS&«l/T-€-©M I N2 

#1, RAND?IJ, ESN?!l, MI N 1 MiWAUTH 
R^J^Sflf-5, fc^cbJl©AUTHR^JttRAND, 
ESN, MINI, M I N2&<fcySSDA©a|jjg©A 
ylsxMMfrt>%*>*l%> (M 2 ©9-1* > 14) o 

[0023] (d) as»jg*»2icD3iMfflp*as«-r* 

t, •?•© "SEut9" 5u*»6) zmzmmf 

tHXiZfS.< f VV>y h • -t>*4 0 £IUJ;5il/T^ 

■ -fe>^4 o«*aE«an-€-oMS***«e*6n-5. -r 

12.*)% Zt\\Z, -^©E SNtMINltMIN2 ©5*— 
?X$>Z> (02©7^>17) . XiftM 2 0 ©jgSE^n 

i n i izMfo-rzwfex&zz.tzmmzumv, vfr 

X9 Vi?y V ■ ± 4 0 \ZM I N 1 ©»g/^ k 
h£f#3fcttT3^©IE5£*&3tegtC&£o 
[0 0 2 4] (E) ^1^3?y h -±>?4 0 

£©^5?s/h • -fe>^tt*l83-Hftlil#©«»3 0 

ic, $6(c*3^e,<^©-fe;i/^*^tc ! fo|wi#(c, illff-r 

& 2 5, 16). ^©*^©SffT^© 

BffM©h^>lf^^a>tt^StcHTT-5= £©»£ 
©^>>y hPtfi^-r^^©^^^^ h©*^©fefB 

wHtt«ait©<fc5fcfffcn, $.ftz\mz "90 o-y— t* 

[0 0 2 5] K±WjS©:/n 

t>^4o «t|R#©«»tSE)irraiKK)9«»a z t.\z>p 
(as) msirmzmmt&T'-f'^-xoimm&'&m 

jiff -r •s^^TiESsa o 

[0 0 2 6] S^WitT?**^ *»©2 OS^tS 

i o ttruvy h • ir>^ 4 o ra©ame, M 

#3 0 h ■ -fe>^4 OWOiSet (M«LT 

tt, MLfth7>f^y3>-/U7-H (TP 50) 
©«ffl fc^r* L fc^©H# t ©»*fc ± n xmfct s 
Ct35«T?**. ^©^J5 i -^«^>^'AT3M«K)^, 

^©re^^-©H#© I D3- H©ftt)0JCJl 

©TPJiJ£A#L, *ns*aj«2 oksiwu ^-©^ 
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[0 0 2 7] ZOTPMte^CDM^frZZWmglZ^pf 

*fi^«*fr<5feR*a:<-r-6. ^©TP^ijttfcfe*— 

S«^ffifflSns©T?«*#K-€-©4B«tt*<, £©X 
t- v :/t?©x 9-fcfrt© h ^ v a >£gi3fi fc£JUc 

Si-t©2ll#fciZ:©TP*fl (tj&fctMfc-STPM) S« 10 

<t -5 * ©mtgaft ttfr©a 0 Tab -5 *t ^ £ 

[0 0 2 8] ^-ftfck £©*#©*»«:■?-©:? h 

■±>^tmmv. #7csms^ku ^©tpwsis 

fcteffRJSSfrra,. h ■ -fe>^4 0jS^©|£ 

#a*«ftu&TP5!ia mmnm i o t~ «t * aw t u > ^ 
-rsostttt-sfc*, $#©*& 3 o tfttiHts i o © 

E SNtM I N 1 teStSZ. Z.(D^U 20 

0*^©ESNtM I N 1 CDfif^SgfTf 

att^ct^f^, tV^ott^cDBS^i?— tfx 
£»AT3jl«tt£©gfH«©Mtc^-5 Z. fcflfc** 6 

[0 0 2 9] iELVi-fe;P5*»««-OS<g*ffitf!iSa« 

^- 3 1 OMHC^rr* - tJ&»T?€T, 7tfcU E 21 E«g« 

o*.£t>t-^-3 i*»affi'rs«fc5K-ra. sfstS3 1 

#«S3 0 tC^A^n^t, *S*hS1 0 tX«M2 0 

mcDam^-f ff -s < , *&ta £ 5 * ^ t *>* 

0 *^-b= (0 1 ©A°X 2 2 L) mmtZ>» 

[0 0 3 0] Hg§3 0ttX*fiM2 0 2rAWA°X 

■y-4 2^&-€-CDRAND^J&#T-?-nS*l*i«^l 0^ 
SUBf*. RI§fc£©IiS#f;frt©TP*J£fc»«gl 0 
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m*r— 9&&.f&tZ>. Z.n\Z\Z, ^©h^>1fy*V3> 
■/Uy- H^IJ (TP) , ESN^IJ, 
th Sfc^v'a >T&5**MI N2WI>D, SSfc 
AUTHR^SE?!I (^©AUTHR^!|{C-f-©TP?lJ^a 

[0 0 3 1] *t«3 0\%Z.(T>mmte-JV~fu^yV 
4 2\zmt\y. £ ©TP 3*1, ^:<D&m&m. ^©ID3 

— H\ $5(C* J e?.< j e©RAND?iJ, griU^. T'V 

**«Ts#-tntt«s 3 o ifimtshftm<D7 : —t' \zm 
s«#-r**>-t-©iE5Sft3rr*. *fc^©wsf«*s 

3 0a, SStC^-^va >T?afe^>^*li*Sl O'N, 3at 
*fcRlrMtjSD^©^U>hT , j7 h(C^© 

l ^ ©R&©/* vVTv -fmmtt% z. tw 

T^-So £©:/'J>^«:BIlTttg«3 3T^-r<, 

[0 0 3 2] 01 IC^t y Xf A i;i:«S&A- F >5 1 7 
fc"3Vm*?-©««l±£< »#©*«*?&•&. flIAfi. 
-fe;i^«ISl 0 t>B1jr©-fe;i<7*e-e*D, SfcSffiM 

20, 5 ot>H«tcji«©sajSTr»*. z.(ommv>m, 
mtmzmmm 2 0 ©gmst-sifK© e> kib* 

•racitew-Tfts. d©»#jBxa3fa-rsM»©-fe 

^7«MB^©«*©SM*lcML*t)ffigLfc*©-fe 
n-S>„ ya7>)H3 2«^©J;5fj; > HiJSiI(CX^— 

<-r-&W^fe©Tab^> 0 

[0033] *rz.'?At)-rz>mt)izm<mmnffi¥-'?m 
mT°$>z>, ufr v%.fzz.<D£.v femmz^tDT p 
ju^mm 10*^ ©a« tc-g-stiTv^ j: t 

£0 C©^t^e,AUTHR(ca56E^O "iSfc® 
©MV^gft^ffl" KC©TP5!IS*©-fe;P5«IS*»ffl* 

*ra&Ba*»s. n#©«ss3 0K«c:©s««iKa^. 

X*<D&m?—?\Zffii&teffiX\VZ\<D ; T—$te>;\' : ?y 

h ■ -t>^4 0 tcjEim-r'5#^i^s-r : $)^o ^©±5 

4i^ttif©P CTSfctt#€©A-H^x7SHttT 
feA£L#«|g©^-r ! fe«*&©^T ! bffiVife©T, ^tlT 

[0 0 3 4] m?M>i'l:Bi#0i'l/yy h ■ * 

— F w LTBiati s nrvs a ^ u >^ © ^ 

i"*l©a*STf>bjWffl-r*c:i:*«T?#a. ZWv h • ir 

>^ 4 0 cwLTit ^:n^i^i:^^^©*^am tf- 

^ ^— X © ^Sf!l t & a :fr 7 -1- X f S> -a TSft <D±)V 

7*»s«#©tr^x ■ ^-^^xt^^at)^*)© 

[0 0 3 5] 2 . A»M 
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■^)v^nm<Dmmr^^u-i? ■ t*7©w*i£flrMf 

tt*C-r)©*U-$? ■ F7W««©iWfWr?»oT& 

s^frTttfj: ^a*TiE©«k 5 1$ s cif^snsw io 

[0 0 3 6] ^Jt»fPT?iiWr-6. £©#k-v • H7 
^© S S D AJIJ t S S D B?!J£^ 21 fc«&4J £ i)6*T?£ 

— v • h*7§ii^©- ^iRjaMw^t^o £ t-r<b 20 

■tir&^t^a-r5*&, ^©SifiM(cc©^]/-^ ■ H 
[0 0 3 7] ^ni:H> SLIfc (RANDX) MoT^ 

n«s:©-k;i,7«fg©ffi^(cJ;oT fct> 
© (l-OTP^ h 9 >1f ^ y • /W7-FT, £ 

Ifil 0 (B-KEY) T£©SLf££A 50 

y^iM3ab/tfc©T*So m^©j;5t^ z.<D^mm 

\Z IZMm^WtWfo ~oXZ\ tl\Z^£<D B -KEYTA77a 

^-©^i/-^- HTttBwe^n*. ^©^ 

P hrj;l^SHI5!C^L, ^rt7i'>l 1, 12, 13 
-To 

[0 0 3 8] c:^-rc:©-fe;i/5*IS«. a^©«Bg^-a- 

z £©«MiJ«IS#^ (MI 
N3) <MU::£feL*©^J^&£©ttli?*fjWSgL 
fc^&#^f^t>?) C -?-©R ANDX^IItB — KE Y 

(randx) ^j^jt^tciiJn-r^c unra, ;i©-fe;u 

m=r- 9 \Ztt feisty) dr>X, Mfcfcf, "8" , 
fe'L2 £ tcrL— tf -tfiWfcT S RANDX < #t, 

& d©-fe;i/^*sgTttigK-rs ctcioTSsc 
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5fcK-t©>'-'ir>X©a«S3l«-r*. 
[0 0 3 9] Sfi£^£&Vig|M©JMg0!|-m» r©-t 

;i'7*»3£a®tt»:*^©j;5ztai*&f*-3T»fp'r 

*. -3*0, £©-fe;W9«»tt-?-©*ttSi@»Wte*t 

fib 21 ©■fe;P7*fS©SSS Atl-5 £ (C g e. ffltBT 

t\ E©-fe;l^«8§©«iBftAftS£:, ^(D&mmizs 

siiUTigt^. a?^ ^©-k;k^sis 

ja«±ttta«&^*«:vi*jfi©jgjW!fTrtt-€-©a»^ 

[0040] jmti#*©*j*T3tjs36sn*A«*©jSd» 
^•fi^s-rs»-2>o -entt, (05©) ^>i3© "o 
k" <t#fc«fc< £©SJttM^aite3ft3M*ftt2:©£» 
M fc £ ^ ©T & 5 £ £ «St^ 5 . Mic, 
£©#!✓- 5?- F7gffi»3:-?-©-tr;i^«l£/^©^© 

Mmtiwii^b^©iGim^^'5^s^s.-5o cna^ 

©.£ 5 Koi/TTS 0y*J±\ !!©#]✓— 

■ F7MK#*-€-©S»Ja© "OK" fcfcb^n 

tti:©-fe;P7<BK^©«ii!afeT?»frrs<fc'5J&*-r 

£ ©Sfg«tt^© m Cmfomz g 6 HP LT 21 ©-fe;i^ 

[0 0 4 1] 0 6 JCtk-TJ; 5 ^ ^l:W7ttel0*S 
05O7-f>2 50ifSltr5t, !I©gfff£tt-€- 
tia#SL> ^nS^iU, ^^^©^Iz-v • H7 
^JSfrgT&o 21 ©<fc 5 /=£HJi©^^Ttt, MIN3IJ 
^fflli^iib&t^Jr-^TS^T, ifcBAU 
T H R £ H9 »T * S & b ©»« «t 

■oTjg5&fi^$"ti--S« ^© "8" ^r>X 

S-fe;P9*fgi otffA-r^t, »»fflKfflv»*H€P¥ 
»JJ«iftftKe5l^irr*c:i:)&JT?*-s. ^©J;5^^ 
IK, ^©^k-^- H7ffl^tt^©Hfil^M«»!c 

BB«©Wfla«H-«T*oTffi©flfllfiJffl, WAH, 3 

^> -ne.fc*si?g©s«»iBiiiC'a^3nSo 
[0042] 3. mmifcrn 

o (Dummzm* ©*g&©smsma-rs c t^T^ 

^>„ c©J:5^fiJffl©^t:tt-fe^3.Ux-Ytt, mflB2 
^©^©^©^^^^^©afeS^i-rtt^v^ $ £ 
Jc * U 5/-©«jSW> S t» 21 ©Sitfi^ £ 21 © J: 5 

C © K <fc o T77 A- is tlf£ tefflU \Z Z. <D± )V =7 M 

mnm^mM^mz^s.-t^tm^'mmmxh^. 
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-A ■ 3>hn-7«*atfcWet§ 8 
[0 0 4 3] ^fc^lODsfc-A • 3>hn-7llMttI 

A • n> hP-^SflfiMte. *cd0tScd^ >*9#5/a 

T*-A • 3>hP — ^CD^*— ^tta&pg#C21CD3fc— A 
-A • n>hD-76 l*tfeoT2in^«8g*ft![WU 

[0 0 4 5] ^(DXot^Wt^^v h ■ ■ ^ ^ 
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[0 0 4 6] 

£fc*-A ■ • F7*BMfr*ii\ SSfc^Hf 

muhtzb^y^^^By ■ :3>hp-^£?s«T&;i 

[02] *»K©i/XfAC«fflt5^n bn;m©7 
[03] *»KcD->X'rAKfleffl-rsynhn^«CD7 
[04] ^Kcos/XT-Afcffiffl-rs^n hn;i/^rj(Z)^ 

[05] #iEMWfUfflco&»co^n— s^-rssniaT* 
[0 6] uummmmor^cDy u-^-r m.nmT$> 

[0 7] *-A ■ n> hP-^SffiMSH«^^i"0Tfe 

1 o ir;t^«fg 

2 o mmmmmmm 
2 1 

2 2 /\°X 

3 0 (JR^*#) «S 
3 1 SfiSIl 

3 2 v'jx^F 

3 3 ^U>^ 

4 0 WJyV-^y*? 

4 2 ^fV^U^Lv^ 

5 o mmn^mmm 

6 0 afr—A ■ 3>hD— 52fc»ja 
6 1 ^— A ■ 3>hP-7 

6 2 iry h ■ hy^- tf^X 
6 3 fl/tfya> 
64 H>hD-7 
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